Binary Options Trading for Retail Investors in the United
States: Legality, Risks, and Regulatory Oversight

Executive Summary

Binary options trading presents a complex and high-risk landscape for retail investors
in the United States. While such trading is technically legal, it is permissible only when
conducted through exchanges specifically registered with and regulated by U.S.
authorities, namely the Commodity Futures Trading Commission (CFTC) or the
Securities and Exchange Commission (SEC). These regulated venues, known as
Designated Contract Markets (DCMs) or national securities exchanges, represent only
a small fraction of the binary options market accessible online."

The vast majority of binary options trading platforms encountered by U.S. residents,
particularly those advertised online and operating offshore, are not registered with
U.S. regulators. It is illegal for these entities to solicit or accept funds from U.S.
residents.? Furthermore, these unregistered platforms are frequently associated with
fraudulent activities. Both the CFTC and SEC have issued numerous warnings
detailing common scams perpetrated by these platforms, including refusal to credit
customer accounts or return funds, identity theft through the illicit collection of
personal data, and the manipulation of trading software to ensure customer losses.’

Given the prevalence of fraud and the illegality of unregistered operations, extreme
caution is imperative for any U.S. resident considering binary options. Verifying a
platform's registration status with the CFTC or SEC through official channels is an
essential first step before committing any funds or personal information. Investors are
strongly advised to be aware of the significant risks involved, even on regulated
platforms, and to consider legitimate, regulated alternatives available in the U.S.
financial markets.

I. Understanding Binary Options

Binary options are a specific type of financial contract distinct from traditional
options. Their structure and mechanics contribute to both their perceived simplicity
and the significant risks they entail.

e A. Definition: The "Yes/No" Proposition
A binary option is fundamentally a financial contract where the payout is
determined entirely by the outcome of a simple "yes/no" proposition.é This
proposition typically concerns whether the price of an underlying asset—such as
a stock, a commodity like gold, a currency pair like EUR/USD, or a market



index—will be above or below a specific price (the strike price) at a
predetermined future time or date (the expiration).4 For instance, a binary option
might ask: "Will the price of Company ABC stock be above $50 per share at 3:00
PM today?".4 If the condition is met at expiration, the option settles "in the
money"; if not, it settles "out of the money".2 Due to this dual outcome, these
instruments are also referred to as "all-or-nothing options," "digital options," or,
on some exchanges, "fixed return options" (FROs).7 This straightforward
structure is often highlighted in marketing but can obscure the underlying
financial risks and the potential for fraudulent practices associated with many
platforms offering these products.11

B. Mechanics: How Trades Work

The defining characteristic of a binary option is its fixed payout structure. If the
trader's prediction about the yes/no proposition is correct at expiration, they
receive a predetermined, fixed payout amount.1 Conversely, if the prediction is
incorrect, the trader typically loses the entire amount they invested or paid to
acquire the option contract.1

On U.S.-regulated exchanges like the North American Derivatives Exchange
(Nadex), binary option contracts are typically priced between $0 and $100.° The
price paid by the buyer (or received by the seller) reflects the market's perceived
probability of the specific outcome occurring. For the buyer, the maximum
possible loss is capped at the price paid for the contract, and the maximum
potential profit is the difference between $100 and the price paid (less fees)."” For
example, if a trader buys an option contract for $40 predicting an asset will be
above a certain price at expiration, and they are correct, the option settles at
$100, yielding a profit of $60 ($100 - $40). If they are wrong, the option settles at
$0, and they lose the $40 invested.®

However, many unregulated offshore platforms operate differently. They often
advertise a fixed percentage return on the investment if the trade is successful
(e.g., a 70% or 80% payout), while a losing trade results in a 100% loss of the
invested amount.” This payout structure inherently creates a negative expected
return for the trader over time, even assuming fair odds. If an option offers an
80% payout for a win and a 100% loss for a loss, a trader needs to win
significantly more often than they lose just to break even. With a 50/50 chance,
the expected return is negative (0.5 * 80% - 0.5 * 100% = -10%), giving the
platform a built-in mathematical edge before any potential manipulation is
considered.? This unfavorable structure is a critical factor often obscured by
promises of high profits.

All binary options have a clearly defined expiration time and date, which can
range from minutes to hours or longer." At expiration, the option automatically



exercises, and the gain or loss is credited or debited to the trader's account
based on whether the condition was met.” Some platforms, particularly regulated
ones, may offer the ability to close a position before the scheduled expiration
time. This allows a trader to potentially lock in a smaller profit if the market has
moved favorably or cut losses if it has moved against them, although doing so
typically alters the final payout received compared to holding until expiration.®

C. Key Differences from Traditional (Vanilla) Options

It is crucial to distinguish binary options from traditional options, often called
"vanilla" options (like standard puts and calls).

o

Ownership Potential: Vanilla options give the holder the right (but not the
obligation) to buy (call option) or sell (put option) the underlying asset at a
specified strike price on or before expiration (American style) or only at
expiration (European style).” They offer the potential for actual ownership of
the underlying asset. Binary options, in contrast, do not confer any rights
regarding the underlying asset; they are purely a speculative wager on the
direction of the asset's price relative to the strike price at expiration.”
Risk/Reward Structure: Binary options feature a fixed, capped risk (the
premium paid) and a fixed, capped reward, known before entering the trade.™
For buyers of vanilla options, the risk is also capped at the premium paid.
However, the profit potential for vanilla options is variable and depends on
how far the price of the underlying asset moves beyond the strike price
before expiration; profits are not capped in the same way as binary options."
Complexity and Pricing: Binary options are often marketed for their
simplicity.” Vanilla options involve more variables (e.g., volatility, time decay)
and can be more complex to understand and price accurately.”

Hedging Utility: The fixed, all-or-nothing payout structure of binary options
makes them generally unsuitable for effective risk management (hedging).” A
binary option payout does not change based on how much the underlying
price exceeds or falls below the threshold, only whether it does.” This lack of
sensitivity to the magnitude of price movement limits their utility for offsetting
potential losses in a portfolio. Traditional options and futures contracts, whose
values generally move more proportionally with the underlying asset, are far
more common and effective hedging tools.” This poor hedging capability
reinforces the view that binary options primarily serve as speculative
instruments, a characteristic that aligns with regulatory concerns given their
association with gambling and fraud.’

Regulation: Vanilla options predominantly trade on established, highly
regulated U.S. exchanges overseen by the SEC or CFTC." While regulated
venues for binary options exist in the U.S., a significant portion of binary



options trading occurs through unregulated offshore platforms, which
increases the risk of fraud.?

The seemingly simple "yes/no" nature of binary options, heavily promoted by
providers %, can act as a deceptive lure. It masks the significant financial risk inherent
in the all-or-nothing structure and, more critically, distracts from the widespread
fraud prevalent in the unregulated segment of the market. This makes binary options
particularly hazardous for novice investors drawn by the apparent ease of
understanding, potentially lowering their guard against substantial risks and scams.’

Il. The Legal and Regulatory Landscape for Binary Options in the USA

The legality of binary options trading for U.S. retail investors is conditional and strictly
defined by federal regulations enforced by the CFTC and SEC.

e A. Legality for US Retail Traders: Conditional Permission

Binary options trading is legal for retail traders in the United States, but with a

critical caveat: it must be conducted on an exchange that is registered with and

subject to the oversight of the appropriate U.S. regulatory body.1 Depending on
the underlying asset, this means the exchange must be either a Designated

Contract Market (DCM) registered with the CFTC or a national securities

exchange registered with the SEC.2

Crucially, it is illegal under U.S. law for any entity, particularly offshore platforms

not registered with the CFTC or SEC, to solicit U.S. residents or offer them binary

options trading services.' Numerous enforcement actions have been taken
against firms violating these registration requirements.” The fact that only a small
segment of the global binary options market is properly registered and regulated
in the U.S. ', while a vast, unregulated online market actively targets U.S. residents

', creates a hazardous environment. A U.S. resident searching online for binary

options trading is statistically far more likely to encounter an illegal, potentially

fraudulent platform than a legitimate, regulated one. This underscores the
importance of proactive verification.
e B. Regulatory Oversight: The Roles of the CFTC and SEC

Two primary federal agencies oversee options trading in the U.S., with jurisdiction

depending on the nature of the binary option's underlying asset:

o CFTC (Commodity Futures Trading Commission): The CFTC regulates
binary options based on commodities, which include traditional commodities
(like oil or agricultural products), foreign currencies, broad-based stock
market indices (which are treated as commodities in the futures/options
context), interest rates, and certain other economic events.' Binary options
falling under CFTC jurisdiction must be traded on a CFTC-registered DCM."



Intermediaries handling customer funds or orders for these products
generally must register with the CFTC as Futures Commission Merchants
(FCMs).?° The CFTC has actively pursued enforcement actions against
platforms illegally offering commodity-based binary options or operating as
unregistered FCMs."

o SEC (Securities and Exchange Commission): The SEC regulates binary
options that qualify as securities under federal securities laws. This typically
includes binary options based on the price movement of a specific company's
stock or other securities.” The offer and sale of these security-based binary
options must be registered with the SEC, unless a specific exemption applies.?
Furthermore, these options must be traded on a national securities exchange
registered with the SEC.? Platforms facilitating transactions in security-based
binary options may need to register with the SEC as broker-dealers or as
securities exchanges themselves.? The SEC has brought enforcement actions
against firms for offering security-based binary options without proper
registration."

This dual regulatory structure means investors must understand which agency
oversees the specific type of binary option they are considering to verify the
platform's legitimacy correctly.?

C. Designated Contract Markets (DCMs) & Registered Exchanges: The Sole Legal

Venues

Trading binary options legally in the U.S. requires using one of these specifically
regulated venues. Only a small fraction of the global binary options market
operates through CFTC-registered DCMs or SEC-registered national securities
exchanges.1 Trading on these regulated platforms provides crucial investor
protections mandated by U.S. law, which are absent on unregulated offshore
sites. These protections include requirements for fair trade execution, price
transparency, adequate capitalization, and, importantly, the segregation of
customer funds from the firm's operating capital, which helps protect customer
money in case of the firm's insolvency.1 Regulatory oversight also provides a
framework for dispute resolution and potential legal recourse if issues arise.3
The sharp legal distinction between registered and unregistered platforms,
coupled with the consistent regulatory emphasis on registration verification,
highlights a critical point: checking a platform's registration status through official
CFTC and SEC resources is the single most important due diligence step a U.S.
trader can take to protect themselves from the pervasive fraud in the binary
options market.' The absence of verifiable registration with the appropriate U.S.
regulator should be considered a definitive warning sign of an illegal and likely



fraudulent operation.

lll. CFTC and SEC Warnings: A History of Fraud and Abuse

U.S. financial regulators have issued repeated and stern warnings about the dangers
associated with binary options, particularly those offered through unregistered online
platforms.

A. Official Investor Alerts and Advisories

Both the CFTC and SEC, often jointly, have published numerous investor alerts

and advisories specifically warning the public about fraudulent schemes involving

binary options and the internet-based platforms that offer them.2 These warnings
are echoed by state securities regulators, organized under the North American

Securities Administrators Association (NASAA), and involve investigations by law

enforcement agencies like the FBI, which estimates that binary options scams

steal billions of dollars annually worldwide.4 The consistency of these warnings,
issued over many years 14, indicates a persistent and significant threat to
investors. These alerts consistently emphasize that the primary source of fraud
stems from unregistered platforms, many of which operate from offshore
locations beyond the effective reach of U.S. regulation.1

B. Common Fraudulent Practices by Unregistered Platforms

Regulatory complaints and enforcement actions reveal a pattern of deceptive and

illegal practices employed by unregistered binary options platforms:

o Refusal to Credit/Reimburse Funds: A very common complaint involves
platforms accepting customer deposits but subsequently blocking or ignoring
withdrawal requests.? Tactics include cancelling withdrawal requests without
reason, refusing to credit accounts with earned profits, imposing exorbitant
hidden fees for withdrawals, or simply ceasing communication with the
customer.’ Often, platform representatives ("brokers") pressure customers to
deposit additional funds before allowing any withdrawals, only to retain all the
money.’

o Identity Theft: Many fraudulent platforms solicit sensitive personal
information, such as copies of credit cards, driver's licenses, passports, and
utility bills, often falsely claiming these are required by government
regulations or for account verification.? This data can then be misused for
identity theft or other illicit purposes.* Investors should never provide such
information unless the platform's legitimacy and registration have been
unequivocally verified through official channels.?

o Manipulation of Trading Software: Platforms have been found to manipulate
their trading software to ensure customer losses.? This can involve distorting



the prices of underlying assets displayed on the platform, altering the payout
ratios unfavorably, or, in a particularly egregious tactic, arbitrarily extending
the expiration time of a winning trade until market movement turns it into a
loss.? This manipulation guarantees profits for the platform, which typically
acts as the counterparty to the customer's trade.?®

o Misleading Marketing & False Promises: Fraudulent platforms often employ
aggressive marketing tactics, including unsolicited emails and calls, social
media advertising, and fake online reviews or testimonials.’ They frequently
overstate the potential profitability of binary options, using phrases like
"highly profitable" while failing to disclose the inherent risks or the platform's
conflict of interest (profiting from customer losses).' High-pressure sales
tactics are common, urging quick deposits and discouraging due diligence."

o "Reload" Scams: Victims of initial binary options fraud may be targeted again
in "reload" schemes." Scammers contact the victims, sometimes
impersonating officials from the SEC, CFTC, FBI, or other government
agencies, or posing as recovery specialists.”” They offer to help recover the
lost funds—for an upfront fee." This is a secondary layer of fraud designed to
extract more money from vulnerable victims.? It is important to know that
legitimate government agencies like the SEC do not charge fees to help
investors recover losses.”

The consistency, sophistication, and multi-layered nature of these fraudulent
tactics—involving offshore call centers %, complex software manipulation ?,
elaborate websites designed to mimic legitimate brokers ", and secondary
"reload" scams "—point not to isolated incidents, but to a widespread, organized
criminal industry systematically targeting investors globally.” The deliberate
creation of a facade of legitimacy through professional-looking websites, fake
reviews, and persuasive "brokers" is a key strategy to overcome investor
skepticism and build the unwarranted trust necessary to solicit funds and
personal data.*

C. The CFTC RED List and Importance of Registration Checks

To help investors identify potentially problematic entities, the CFTC maintains a
Registration Deficient List (RED List).4 This list identifies foreign entities that the
CFTC has reason to believe are soliciting U.S. residents for transactions (including
binary options) that require CFTC registration, but are not actually registered.1
While a useful resource, the RED List is not exhaustive; the absence of a company
from the list does not guarantee its legitimacy.

Therefore, regulators consistently stress the critical importance of proactively
verifying the registration status of any platform before investing money or sharing
personal information.? This involves checking official databases:

o The CFTC website for the current list of Designated Contract Markets



(DCMs).

o The SEC's EDGAR database for registered offerings of security-based
products.’

o The SEC website for the list of registered national securities exchanges.?

o The National Futures Association's (NFA) BASIC system to check the
registration status and disciplinary history of firms and individuals registered
with the CFTC (like FCMs).!

o FINRA's BrokerCheck for information on SEC-registered broker-dealers and
individuals.?®

If a platform cannot be verified through these official channels, it should be avoided.?

IV. Trading Binary Options Legally in the US

For U.S. retail traders wishing to engage in binary options trading legally, the options
are limited to a small number of regulated exchanges.

e A. ldentifying CFTC-Regulated Exchanges (DCMs)
Historically, the CFTC has identified only three Designated Contract Markets
(DCMs) as being authorized to offer binary options contracts to U.S. retail
customers:
1. North American Derivatives Exchange (Nadex)
2. Cantor Exchange LP
3. Chicago Mercantile Exchange, Inc. (CME) '

Nadex is frequently cited as the primary regulated exchange focused on providing
binary options access to retail traders in the U.S..> Additionally, other platforms like
KalshiEX LLC, also a CFTC-regulated DCM, offer event contracts structured as binary
options based on various economic and commercial events, subject to specific CFTC
oversight and rules.Crucial Disclaimer: The regulatory landscape can change. The
list above is based on historical regulatory statements. Any potential trader must
verify the current registration status and authorized product offerings of any
exchange directly through the official list of DCMs maintained on the CFTC website
before opening an account or trading.'The scarcity of these legal venues—only a
handful compared to the multitude of unregulated websites accessible
online—underscores why casual online searches are insufficient and potentially
dangerous. Finding a legitimate platform requires deliberate verification using official
regulatory sources.Table 1: CFTC Designated Contract Markets (DCMs)
Historically Authorized for Binary Options Trading in the U.S.

Exchange Name Regulatory Body Website (for Notes
verification)




North American
Derivatives Exchange
(Nadex)

CFTC

www.nadex.com

Primarily focused on
retail binary options,
call spreads, and
knock-outs. Verify
current status and
offerings via CFTC.

Cantor Exchange LP

CFTC

www.cantorexchange

.com

Historically offered
certain binary
options. Verify
current status and
offerings via CFTC.

Chicago Mercantile
Exchange (CME)

CFTC

www.cmegroup.com

Major derivatives
exchange; historically
listed some binary
options, often aimed
at institutional
participants. Verify
current status and
specific product
offerings via CFTC.

KalshiEX LLC

CFTC

www.kalshi.com

Offers event
contracts structured
as binary options on
economic/commercia
| outcomes. Subject
to specific CFTC
rules/relief.** Verify
current status and

contract types via
CFTC.

Disclaimer:

This table is for
informational
purposes based on
available data.
Market
authorizations
change. ALWAYS
verify an
exchange's current
registration status
and permitted



https://www.nadex.com
https://www.cantorexchange.com
https://www.cantorexchange.com
https://www.cmegroup.com
https://www.kalshi.com

product offerings
directly on the
official CFTC
website
(www.cftc.gov)
before trading.

e B. Requirements for Trading on Regulated Platforms
Trading on a regulated U.S. exchange typically involves opening an account
directly with that exchange (like Nadex) or potentially through a CFTC-registered
Futures Commission Merchant (FCM) authorized to handle trades on that
exchange.3
These regulated platforms provide significant investor protections mandated by
law. Key among these is the requirement to hold customer funds in segregated
accounts, separate from the exchange's or broker's own operating funds.' This
helps protect customer money if the firm encounters financial difficulties. Other
protections include adherence to transparent pricing and execution rules,
ongoing oversight by the CFTC or SEC, and access to established procedures for
dispute resolution and potential legal recourse.’
Furthermore, on regulated exchanges, individuals must trade their own accounts.
Allowing a third party, such as an unregistered "broker" often encountered via
social media solicitations, to trade an account is prohibited and a major red flag
indicating potential illegality or fraud.?
It is vital to understand, however, that trading on a regulated exchange mitigates
platform risk—the risk of fraud, theft, or manipulation by the platform itself.? It
does not eliminate the inherent product risk associated with binary options.® The
all-or-nothing payout structure remains, and traders can still lose their entire
investment due to adverse market movements, even on a fully compliant and
regulated platform.™ Legality and regulation ensure a fairer playing field but do
not guarantee profits or remove the speculative nature of the instrument.

V. Significant Risks Associated with Binary Options

Binary options carry substantial risks, stemming both from the nature of the product
itself and, more severely, from the fraudulent practices rampant among unregulated
providers.

e A.Inherent Financial Risk (All-or-Nothing Structure)
Even when traded legally on regulated exchanges, binary options are high-risk
instruments. The fundamental "all-or-nothing" payout means that even a small,
unfavorable price movement at the moment of expiration can result in the



complete loss of the capital risked on that trade.1 There is no partial loss based

on how far the price missed the mark; the outcome is binary.8 This structure leads

many observers, including regulators, to compare binary options trading to

gambling.7 Furthermore, as discussed previously, the payout structures offered,

particularly by unregulated platforms where wins pay less than 100% while losses

are 100%, often create a negative expected return, making sustained profitability

statistically challenging.2

e B. Amplified Risks of Unregulated Offshore Platforms

The risks associated with binary options escalate dramatically when dealing with

unregulated platforms, the vast majority of which operate offshore.1 These

platforms combine the inherent financial risk of the product with severe

counterparty risk, including outright fraud and a complete lack of investor

protection.2 The offshore location is often a deliberate strategy chosen by

fraudulent operators to place themselves beyond the effective jurisdiction of U.S.

regulators and law enforcement, thereby minimizing the consequences of

defrauding U.S. residents.1

Key fraud risks prevalent on these platforms include:

o Outright Theft: Refusal to process withdrawals, effectively stealing deposited
funds.’

o Identity Theft: Misuse of sensitive personal and financial data collected
under false pretenses.’

o Trading Manipulation: Rigging software to ensure customer losses and
platform profits.?

o Deceptive Practices: False advertising, unrealistic profit promises, and
high-pressure sales tactics.”

The following table starkly contrasts the environments of regulated versus
unregulated platforms for U.S. traders:Table 2: Comparison of Regulated vs.
Unregulated Binary Options Trading for US Residents

Feature Regulated Platforms Unregulated Offshore
(CFTC/SEC) Platforms
Legality in US Legal, subject to specific lllegal to solicit/serve US
exchange registration ' residents ?
Regulatory Oversight Yes (CFTC or SEC) ? No US oversight; often based
offshore




Exchange Venue

Registered DCM or National
Securities Exchange '

Private websites, not
registered exchanges °

Fund Security

Customer funds typically
segregated '

Funds often not segregated;
high risk of theft '

Payout Transparency

Rules-based, transparent
pricing ($0-$100) &

Often opaque; payout
structure may favor platform 2

Software Integrity

Subject to regulatory
standards for fairness °

High risk of manipulation to
cause losses ?

protection laws

Fraud Risk Low platform risk; inherent Extremely high risk of various
product risk remains ° frauds 2
ID Theft Risk Lower risk; subject to US data High risk; data requested

under false pretenses *

Legal Recourse

Access to US regulatory
bodies and legal system *

Extremely difficult or
impossible from US '

e C. Difficulties in Fund Recovery and Legal Recourse For victims of fraud
perpetrated by unregulated offshore binary options platforms, recovering lost
funds is exceptionally challenging, often impossible.” The operators are typically
located in foreign jurisdictions with different legal systems and potentially lax
enforcement regarding financial fraud targeting foreigners.* Because these
platforms are not registered with the CFTC or SEC, U.S. investors lack the

standard regulatory protections and avenues for recourse available when dealing
with registered entities." While U.S. authorities pursue enforcement actions when
possible, recouping funds for individual victims located in the U.S. from operators
based overseas remains a significant hurdle.

VI. Regulated Alternatives for US Traders

Given the significant risks and regulatory issues surrounding binary options,
particularly those offered by unregulated platforms, U.S. retail traders seeking
speculative or hedging opportunities should consider well-established, regulated
alternatives.

e A. Traditional Options (Vanilla Options)



Standardized put and call options on stocks, indices, currencies, and commodities

are widely available on major U.S. securities and futures exchanges, regulated by

the SEC and CFTC respectively.13 As previously discussed, vanilla options provide

the right, but not the obligation, to buy or sell an underlying asset at a specific

price before expiration.13 While potentially more complex than binary options due

to factors like varying profit potential and the influence of time decay and

volatility 12, they operate within a robust regulatory framework designed to

protect investors from platform manipulation and fraud.13 They offer different

risk/reward profiles and can be used for both speculation and hedging, providing

a regulated pathway for market participation, albeit one requiring education and

understanding of the instruments involved.

e B. Other Regulated Derivatives and Securities

Beyond vanilla options, U.S. retail traders have access to a wide array of other

regulated financial products. These include:

o Futures Contracts: Standardized contracts to buy or sell an asset at a future
date, traded on CFTC-regulated exchanges.

o Stocks: Shares of ownership in publicly traded companies, traded on
SEC-regulated exchanges.

o Exchange-Traded Funds (ETFs): Baskets of securities that trade like stocks
on exchanges, offering diversification across various asset classes or sectors.

All these instruments are subject to comprehensive regulatory oversight in the U.S.,
providing transparency, standardized rules, and investor protections that are absent in
the unregulated binary options sphere. While all trading involves risk, utilizing these
established, regulated markets significantly reduces the counterparty and fraud risks
associated with illegal offshore platforms. The existence of these legitimate
alternatives underscores the importance of investor education, guiding individuals
interested in trading away from the allure of deceptively simple but often fraudulent
products like unregulated binary options, and towards safer participation within the
regulated financial system.

VII. Conclusion and Recommendations

The analysis confirms that while binary options trading is not inherently illegal for U.S.
retail investors, its practice is severely restricted to a small number of exchanges
specifically registered with and regulated by the CFTC or SEC. The overwhelming
majority of online platforms readily accessible to U.S. residents operate offshore, are
unregistered, and are prohibited by U.S. law from soliciting or serving U.S. customers.

Crucially, these unregistered platforms are the subject of numerous, consistent
warnings from U.S. regulators (CFTC, SEC) and law enforcement (FBI) regarding



pervasive fraudulent activities. These activities range from denying customer
withdrawals and outright theft of funds to identity theft and sophisticated
manipulation of trading software designed to ensure customer losses. The offshore
location of these entities makes legal recourse and fund recovery exceedingly difficult
for U.S. victims.

Therefore, any U.S. retail investor encountering solicitations or platforms offering
binary options trading must exercise extreme caution and skepticism. The default
assumption should be that any platform not explicitly verified as registered with the
CFTC or SEC is operating illegally and potentially fraudulently.

Based on these findings, the following recommendations are strongly advised:

1.

Verify Registration Rigorously: Before depositing any funds or providing any
personal information (including name, email, phone number, or financial details),
always verify the platform's registration status through official U.S. regulatory
websites: the CFTC's list of Designated Contract Markets (DCMs), the SEC's list of
national securities exchanges, the NFA's BASIC database, and FINRA's
BrokerCheck.” If the platform cannot be found and verified, do not engage with
it.

Reject Unsolicited Offers: Be highly suspicious of any unsolicited emails, phone
calls, or social media messages promoting binary options trading, especially
those promising high or guaranteed returns.” Legitimate financial firms generally
do not solicit clients in this manner with such claims.

Beware of Red Flags: Recognize warning signs of fraud, including high-pressure
sales tactics, requests for sensitive personal documents beyond standard
account opening procedures, difficulties or delays in withdrawing funds, frequent
changes in contact persons ("brokers"), and unrealistic profit guarantees.’
Protect Personal Information: Do not provide copies of credit cards, passports,
driver's licenses, or utility bills unless you have definitively verified the platform's
legitimacy and registration with U.S. regulators.?

Understand Inherent Risks: Even on regulated platforms, understand that binary
options are high-risk, speculative instruments with an all-or-nothing payout
structure where the entire amount risked can be lost.? Legality does not equate to
suitability or safety.

Consider Regulated Alternatives: Explore well-established, regulated financial
products available on U.S. exchanges, such as traditional (vanilla) options,
futures, stocks, or ETFs, as alternatives for speculation or hedging.” These
operate within a framework offering greater investor protection.

Report Suspected Fraud: If you believe you have encountered or been



victimized by a fraudulent binary options platform, report it immediately to the
CFTC (via their website or hotline) and the SEC (via their online complaint form)."
Reporting helps regulators track fraudulent operations and potentially warn other
investors. Information provided may also be eligible for whistleblower awards
under certain conditions."
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